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“ Overseers Missed Big Picture
As Failures Led to Blackout

2 was reported and written by Eric Lipton, Richard ;'

| Matthew L. Wald.

minutes before
’s biggest black-
at two agencies
msuring the safe
7 of power across
onferred by tele-
hat they thought
but still routine
. ... jroblems in Ohio.

“It looks like they lost South
Canton-Star 345 line,”” said Roger
Cummings, a control room opera-
tor at PJM Interconnection, re-
ferring to a 345,000-volt line, a
major artery in the system.

Don Hunter at the Midwest In-
dependent System Operator, or
Midwest 1.8.0., monitoring an-
other part of Ohio and a different
utility company, absorbed that
news and replied, “I know that
FirstEnergy lost their Juniper
line, too,” another 345,000-volt
conduit.

Now, weeks after the vast pow-
er failure, the significance of that
exchange, at 3:48 p.m. on Aug. 14,
has become clearer. While the
two agencies charged with moni-
toring the grid and warding off
huge problems were discussing
the loss of two power lines, there
were, in fact, eight lines down,
and others headed for failure.

Neither agency, it turns out,
could see most of the picture,

Indeed, nearly 10 minutes after
the blackout had swept from
Michigan to Connecticut, moni-
toring officials in the Midwest
were just starting to grasp how
far the crisis had spread. “We
want to know if anybody else is
experiencing any problems,” an
official asked innocently.

In the end, then, it was not just
a circuit breaker tripping or a
transmission line sagging into a
tree that caused the system to
fail. Documents and interviews
make clear that the blackout may
well have resulted, just as surely,
from the fact that the people
whose job it was to respond to
those failures lacked much of the
information about what was hap-
pening.

In the .65 minutes that a se-
quence of power line failures built
up to a cascading blackout across -
the Midwest, the Northeast and
parts of Canada, these two region-
al agencies took no active steps to '
stop the progression, largely be-
cause they were unable to see the |
full extent of it. .

They were, that afternoon, like
air traffic controllers trying to
keep order in the sky without
knowing where all the planes
were. )

That portrait emerges from a
detailed examination of hundreds -
of pages of telephone transcripts, .
interviews with industry officials
and experts, and a compilation of
the numerous timelines of system
failures that have been assem-
bled by utilities and government
officials in recent weeks.

That review offers a far deeper
appreciation not only of what cru-
cial elements went wrong that
day, but also of the fundamental
weaknesses in the way the na-
tion’s electricity grid is overseen
and policed, especially in the Mid-
west. For example:

9Unlike other regional grid
managers, the Midwest 1.S.0,, a
new, still-forming agency, oper-
ates with very limited real-time
information about what is hap-
pening on the transmission lines
it oversees.

qThat day, Midwest 1.S,0. faced
a computer malfunction at a big
utility it monitors, FirstEnergy of
Akron, Ohio, making: it harder to
track grid conditions, and com-
puter problems at its own head-
quarters that were, at the least,
an added distraction.

@0versight of the grid in the
Midwest is far more balkanized
than in other densely populated
parts of the country, with some
power companies answering to
Midwest 1.S.0. and some to PJM,
so that no single entify has a
comprehensive view of the re-
gion, nor, in this case, of an un-
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folding crisis.
© 490n Aug. 14, the trouble-shooters
at Midwest 1.S.0.’s nerve center in
Carmel, Ind., spent much of the day '
coping with an earlier crisis in Indi-
ana, and there are ample signs that
their attention was distracted from
the problems in Ohio, and that they
were stretched too thin to handle
both problems at once. -
_ GEven if Midwest 1.5.0. had been
aware of all that was happening, any
effort to avert a collapse might have -
been hindered by its lack of author-
ity: Unlike other independent sys-
tem operators, it cannot order power
companies to act in an emergency.
+ In the weeks since the blackout, .
electricity experts, including some
involved in the government investi-
gation, have turned to PowerWorld, a
sophisticated computer program
that can simulate conditions on the
entire North American grid. The pro-
gram shows that if the people moni-
toring the grid had known all the
problems unfolding around them,
they would have seen the need for
decisive action and they could have
limited the catastrophe, or even pre-
vented it.
, ““It is an unacceptable level of con-
fusion,” said Ian A, Hiskens, a for-
mer electric utility executive and a
professor. of electrical and computer
engineering at the University of Wis-;
consin, who ran PowerWorld simula-
tions. “They should know what the
state of their system was, that is
fundamental to operating. And by
4:07 they are still not sure what has:
happened.”
. The Midwest 1.8.0. declined to,
make any senior officials available:
for interview. A spokeswoman, Mary
Lynn Webster, said, ‘“We operated
t @ system based on the information-
e had at the time.”
% The United States and Canadian
yvernments are still in the prelimi-
} ary stages of their joint investiga-
on into the blackout. Secretary of
Energy Spencer Abraham issued the
government’s first timeline of the
Lilackout yesterday, a four-hour chro-
dology of line failures and power
¢lant shutdowns.

. But he said answers as to cause

.,i

n Early Failure
“We've got'a'huge problem.”

pre the blackoot, Telephonsg tran--
cripts released by ‘the T.5.0; show:
that Spencer Hpuse, a controller at
;:’nother utility, Cihergy;

jeld, Ind., called earlier‘in-the ddy.

“Also-illustrd

~Plain-,

o The Lranscripts. soow- that trom:
2:22 pomn ountl at least’ 3291 pim;, -
ust 3% minutes before the blackout,
he attention ‘of “ Midwest - 150 g
anltors was' consumed mostly by’
inergy’s concerns, - g
Cirergy had lost the use of two:
ajor transmission lines south ‘of -
ndianapolls, The solution, the com-.
any and the Midwest 15,0, agread,’
gs to take the strain off the remaln-'
ig lines by shifting power output
rom one part of thestate to another,
This process was a téxtbook exam-.
jie of onie function for grid monitors,
ntervening: to’ prévent an isolated
roblem from:becoming & major dis-
uption, Many experts say it is also”
fhat should:have happened later in
B day, in eastarn Ohio, _
- Yet'a.Jook.ap the Cinergy: ingident
‘inherent wéak-
ness of the Midwest LS.0., which,
unlike other [;5.0!'s, can only urge
companies to.act cesponsibly, It can--
pot order themy to-da'so. f

To take the straln off Cinergy’s
lines, the: Midwest 1.5:0. turned to
angther power company, Allegheny
Hnergy, asking it to help by adjust-
Ing, the electricity: it was. pumping
out, But at 2:24 pm,, an Allegheny
controller 'told- the 150, that the
company's-marketing staff wantad
te do' the opposite of what the 1.5.0,
was asking, so they could make mon-
ey selling more power,

Concerned; that they might lose

another 345,000-volt line, Mr. House
told Midwest L.S.0., “I think we’re a
trip away from, 345 trip away from
setting a little history.”

Nine minutes later, Doug Kiska-
den of Cinergy warned Midwest
1.8.0. officials that if one more piece.
of the company’s grid were to fail, it’
would “be in imminent danger of
collapsing.” )

Coordinating the response to Cin-
ergy’s troubles involved at least six
officials at Midwest 1.5.0. They were
hindered, too, by the failure of an
1.5.0. computer program that left
them unsure about what to do.

The program, called a state esti-
mator, helps to monitor grid condi-
tions and tries to predict what would
happen if breakdowns were to occur,

“The state estimator has been

down for an hour and a half,” said "
Ron Benbow, lead monitor with the:

1.8.0. said at 2:36.

Ultimately, despite such obstacles,

Cinergy was able to fix the problem

i by reducing power output at two of
~ its own plants.

Both Cinergy and the Midwest

* I.8.0. insist that there was no causal
Y, The first call for help to the Mid-:

west 1,5.0; on Aug. 14 came not from’
ghrsLEnerg}- ‘of Bhio in the hour be--

connection between these events in
Indiana and the later collapse that
began in Ohio. But government offi-
cials and independent experts say it

is probably too soon to rule out that:

prospect, or the possibility that the

two crises were initiated by a com-i

mon. still-unidentified cause.

'Wﬁat is beyond dispute is that the
Cinergy problem taxed the monitors,

The Crunch Begins

' The first overt sign of trouble in
eastern Ohio came at 1:31 p.m., when
a 597-megawatt unit at First-
Energy’s Eastlake power plant, in
the northeast corner of the state,
shut down for reasons that are still
not known. Officials at the Midwest
1.5.0. did not know about the failure
until FirstEnergy called to let them
know, more than 40 minutes later.

A number of plants in northern
Ohio were already down that day,
mostly for maintenance. A major

¢ line in the southwest part of the state
- owned by another utility, DPL, had

already failed because of a brushfire,
Vast amounts of power were cours-
ing across the remaining Tines o
keep cities like Cleveland and Akron
powered, i

At 305 pmg; . FirstEnergy's
345,000-volt Chamberlin-Harding lne
near, Cleveland went out, straining
other lines further. Once again, the
1,5.0. learned of the failyre well after
the fact, through a phone call,

This pattern would be repeated
several times I the next hour, as
Midwest 1.5.0. ofticials saw snippets
of what was happening — voltage
Irregularities, high loads on some
lines — but no more.

The Midwest 1.5.0, receives, day in
and day out, a flow of information:
from the utilities under jts:monitor-
Ing, like data on the performarnce of
power lines. But there are cruclal
limits in that information that sets
Midwest [.5.0. apart from other
monitoring groups in the country,

The grid moniters who contral
New York and vast parts of the Mid-
Atlantic ‘reglon, for Instance, con-
stantly review computer . screens
that tell them the condition of every
major transmission line and even
some smaller lines. A problem on
any line sets off visual-and audible
alarms In their dontral robins!

But computers at the Midwest
1.5.0., which has been in operation
for less than two years, are not:setup
to: sift: the' mountain of information
and display most of it in the control
room. Instéad, its-méin monitoting .
computer system: takes- iiformation
from only: selected: “flow: gates” '

“places: Where problems are thought
Jlikely toroecur;-and the dataisupdat-

ed ‘much less: often than:.at' other
control rooms. - .

‘On Aug, 14, Midwest 1S.0. officials

-say; their system was monitoring

fust one of seven 345000-volt and
138;,000-volt FirstEnergy lines that
failed, though they were told of two
others. As a result, the transcripts
show, 1.5.0. controliers were per-
plexed by the disturbances they were
seeing oh the system,

"1 wonder what is going on here,”



Mr. Hunter said at 3:36 p.m. “Some-
thing strange is happening.”
Ordinarily, there would be ways
for the Midwest 1.5.0. to fill in the
gaps in its knowledge. One is the
state estimator program, which op-
erated only intermittently that day.
The 1.5.0.’s main backstop is the
utilities, which call to pass on infor-
mation about their systems. But on
Aug. 14, FirstEnergy’'s computer
problems prevented it from recog-
nizing its own line failures. Tran-
scripts show a reversal of the usual
exchange, with FirstEnergy repeat-

edly asking the 1.8.0. for information
about its own equipment.
At 3:57, Jerry Snickey, in a First-

i Energy control room in Akron, told

. Mr. Hunter at the Midwest 1.5.0. that

. the voltage on a major line was dan-

- gerously low. “Do you have any idea

, on what is going on?” he asked.

¢ Mr. Hunter replied that the Hanna-

; Juniper line was out, adding, “I am

: wondering if it is still out.”

1 “We have no clue,” Mr. Snickey
said. “Our computer is giving us fits
too. We don’t even know the status of

‘isome of the stuff around us.”

| One Region, Two Monitors

Contributing to the lack of infor-
mation was the odd division of the
Midwest region between two inter-
twined authorities, PJM and the Mid-
west 1.S.0. The region had no 1.5.0.

o until 2001, when some utilities

| formed the Midwest 1.5.0., while oth-
ers signed with PJM, which histori-

, cally had overseen Pennsylvania,
New Jersey, Maryland, West Virgin-
ia and the District of Columbia.

Among those which joined PJM

| were American Electric Power and

DPL, utilities to the south of Firs}-
< Energy. After the FirstEnergy lines
, began to shut down, so did several of
American Electric’s.
. Butelectronic signals about Amer-
lcan Electric and DPL lines go to
PJM's two command centers iy
Pennsylvania, not to the Midwe3st
i 1.S8.0., whose terrain was being indi:
| rectly affected. g5
In interviews, PIM officials safd
they knew of the line failures in the#f
 region, but not most of FirstEnergy’s
; troubles. The Midwest 1.5.0. has safd
 that it, in turn, did not know of most
' of the failures in PJM territory. -
i “It is fairly clear from the traf:
1 Script nobody was aware of the exact
. nature of the problem or the extent >’
, said Michael J. Kormos, vice pres‘ie'
dent for operations at PJM. i
PJM and the Midwest L.S.0. have
long acknowledged needing to share
more information. Even before the
blackout, they developed a plan to
begin doing so. '

1

Had the 1.5.0. a full appreciation of.
what was going on, and the authority
to order power companies to make
quick adjustments, it might have
been able to take corrective action,
according to some experts who have,
studied the blackout. .

“It appears that the system was.
slowly slipping into the oblivion dur-
ing the two hours before the black-
out,” said Mani V. Venkatasubra-
manian an associate professor of;
electrical engineering and computer;
science at Washington State Univep~
sity. “It may be that they were blinds
ed by the lack of available data.” i’

Executives at the International
Transmission Company, a Michigan=
based distributor of electricity over-
seen by the Midwest 1.5.0,, said they,
were prepared to take steps to stabil-
ize the grid but had no inkling of the
unfolding trouble. 1
Richard Schultz, vice president for
engineering and planning at Internd-
tional Transmission, said that even
with limited information, the 1.5.0.’s
are responsible for reacting to prob¢
lems. ‘““The buck stops with the secu-
rity coordinator and there are twe
security coordinators at issue here

on that day,” he said.

E T
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A System Overwhelmed

The transcripts show how handis
capped those coordinators were. >3

At 3:57, some 13 minutes before
the blackout, FirstEnergy officials
told the Midwest 1.5.0. that thek
feared the situation was about to
become critical. Problems were such:
that the Perry nuclear plant near
Cleveland might automatically shut
down, depriving: the region of aly
enormous power supply. -

“Perry 1 is claiming that they may’
be coming off,”” said Jerry Snickey of
FirstEnergy. ““They can’t hold it.”" -

Even then, the 1.5.0., hunting fruit-
lessly for data, took no action. “T
can’'t get a big picture of what's

+ going on,” Mr. Hunter said. *‘Strange

things are happening all at the samg
time.”
By 4:05, two more 138,000-volt

| lines had failed, but the Midwegt
' 1.5.0. says that its controllers did not,
know. -,
At 4:06, yet another 345,000-volt

i FirstEnergy line tripped, and Akron
| and surrounding areas lost power,
i opening the first stage of the black-
out. But Midwest I.5.0. and First-
Energy officials were conferring by
phone about failures from more than
half an hour earlier, unaware that
the collapse had begun.

At 4:08:58 and 4:09:06, the last two
345,000-volt lines carrying power
from Amgrican Electric to First4
Elﬁ;gy failed, effectively cutting off,
northern Ohio from power suppli
to the south, P : ppllersj

When that happened, northenn
Ohio made a sudden, massive pull on
power supplies in Michigan, raising
deman.d by more than 2,000 mega-
watts in 10 seconds, far more than
i\'/hchlgan could supply on short no-
ice. '

Mic}ligan pulled hard on Ontari:)‘:
Ontario pulled hard on New York. "

Within two minutes, the power was =

0

out from Montauk to Lansing, Mich.



as Cascading Failures Led to Widespread Blackout

As Lines ‘Trip,’ a Failure to Contain the Blackout

As power lines began to “trip,” or fail, in northern Chio, controllers at the organizations that coordinate the flow of
electricity throughout the power grid weren't aware of the full extent of the problems, limiting their ability to keep
the blackout from spreading. Below, a look at the failures that day and the phone calls that went back and forth
between the coordinating organizations and the electric companies.-

FAILURES
Two Indiana lines and an Ohio power generatorfail ...

1208 P srmigsion lina own j
1:31PM,  GasiaDk oapM. A lransmission ling owned by
! Cinargy in Indiana trips. Four minutes
HICE E:““lﬁ*% e later, a second powsar line fails.
frlary
Al

s P
: 1% A T
T BN -* i 131 PR A generating wnit at the
% Sia s Easllake power plant fails. The plant
1ot TR is owned by FirstEnergy, the power
TENH . A } .
: : campany in northern COhia,

- Fower flow
o Powar line faluras
(craat &l fine failures shawn)

Mare lines down in Ohlo and signs of trouble in Michlgan ...

305 FirstEnergy's Chamberlin-
305 PM.,  GAAEA a05PM. FirstEnergy's Chamberlin

MG b

ARDUNMD 330 PM. FirstEnergy's Hanna
Juniper line fails and at about the
same lima, Cleveland-area
‘municipal utitites detect a severa
drap in voltage.
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The cascading line failures begin, yet a critical window of
opportunity remains ta try to limit the extent of Impact ...

3:32 TO 405 PM. A series of power

346 PM,, (adADas e
; : lines fail, as increasing loads cause

ek Wy acascading effect. By 4:05, at leasl
£ x eleven lines in northeastern Ohio
S 4‘ Ba-  have tripped
s, ol
% e
T

4:06PM. Another line fails and a small amount of power
begins to flow from Michigan to northern Ohio.

Cascading line fallures continue.

4a e Maore lines fail, cutting off
nartharn Ohio from the rest of the
z1ale, and suddenly Ohio begins
pulling 2,200 megawatts — 10
times what it was taking minutes
ago — 1hrough Michigan's grid.

409 P.M.  GAMADW

MEGH e

Harding line in nartheastarn Ohio jails.

>

PHONE CALLS

...and controllers discuss ihe
faillures and the possible scope
of the problem

1256 Fu. Ina phone call between
Cinergy and the Midwest 150
(MISO), the organization that
coordinates power flow in the
Midweast, contrallers discuss the
Cinergy's ling problems.

23570 In a phone call with MIZG, 8
cantroller with Cinergy says, "l hate
1o worry you, bul | think we'ra a trip
away Tram ... satting a Iitile history”

.. but the focus remains on the
earller faijlures.

331 P A phone call between MISC
and Cinergy foocuses on the earlier
problems, aven howah FirstEnergy's
troubles have beoun

.« hut controllers, hampared by
computer snafus and still
unaware of the full extent of the
problems, miss their chance to
intervene.

336 PM, MISO calls FirgtEnergy and
asks, *... what was going on thera?"
FirstEnergy says they ara unsure

348 BN, I the middie of escalating
PIODIEMS, & sifing Of Calls TUmes
about a MISO computer software
problem. A MISO staff member
responds, ‘| heard there was a
problem with some messaging. |
have not had a chance to
investigate yet.”

3:48 PM. PJM, the organization that
regulates the flow in the mid-
Atlantic, calls MISO. At this point,
the organizations think only two lines
have failed. Actually, eight lines
have. in response to a question
about the first line failure, a MISO
controlier says, " have not had that



Cascading line failures continue,

star, More lines fail, cutting off
northern Ohio from the rest of the
state, and suddenly Ohio begins
pulling 2,200 megawatts — 10
tmes what it was taking minutes
ago — through Michigan's grid.

4:08 P-M.

AR

causes at least 30 transmission lines
in Michigan to fail. The only route left
for power to reach northern Ohio is
through Canada.

Massive blackout hits the northeast.

4:11 PM. Blackout. The surge of powér through Canada
spreads throughout much of the Northeast. The grid collapses
and dozens of cities, including New York, go dark.

4:10 M. The huge increase in load ...

Sources: Midwest Independent Service Operator, International Transmission Corporation,

FirstEnergy, PJM interconnection and the United States Department of Energy

problem with some messaging. |
have not had a chancé to
investigate yet."

‘- 3:48PM. PJM, the organization that

regulates the flow in the mid-
Atlantic, calls MISO. At this point,
the organizations think only two lines
have failed. Actually, eight lines
have. In response to a question
about the first line failure, a MISO
controller says, “| have not had that
chance to investigate it. There is too

~ much going on right now.”®

3:57 PM. FirstEnergy calls MISO.
When MISO asks about the status
of a line, FirstEnergy responds:
“We have no clue. Our computer is
giving us fits too. We don't even
know the status of some of the stuff
around us.”

’
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